
YOUR FIRM IS A TARGET
TOGETHER, WE CAN HEAD OFF THE THREAT



Q:  As a law firm undertaking a mix of commercial and private client work, will we really be a target for
 cyber criminals? Why would they possibly want to focus on us? 

A: Most cyberattacks are not specifically targeting your firm. They are high-volume indiscriminate attacks that hit every
 business connected to the internet. These automated attacks are seeking out weaknesses in your business technology,
 applications, the vulnerabilities in poorly trained staff and any inadequate policies or procedures. If you have
 vulnerabilities, you will be hit and may then become a target for more focused attacks.

 The important thing is to ensure you are set up to be resilient against these indiscriminate attacks. Precautions include
 undertaking a cybersecurity risk assessment, scanning and penetration testing of your network and devices to test
 for vulnerabilities, getting some effective cyber staff training and making sure you have proper policies and procedures
 in place. 

 It is dangerous to hope that you don’t get hit. Please take some precautions.

Q: We have an IT company that look after our computers and systems. Are we right to assume they are
 covering cybersecurity? 

A: I am afraid the answer is almost always no, for at least 2 reasons. Firstly, the effectiveness of the attacks has grown
 significantly as cybercriminals become increasingly sophisticated. Secondly, the growth in cloud-based software, mobile
 phone usage and remote working has dramatically increased the attack ‘surface’ available to cyber fraudsters. This
 means cybersecurity is now a specialism and not ‘general practice’.  

 Ask yourself the following questions. Who is undertaking the security risk assessments required by law? Do they know
 your legal, professional and regulatory requirements as regards technical security? Are they pressure testing your
 technology defences? Who is providing your cyber awareness training? Who has advised on the appropriate policies
 and procedures? 

 There will be areas within your business where you need more specialist cyber advice viewed through the eyes of a
 cybersecurity professional.

Q: Our IT company performs regular system back-ups which comforts us when we hear about ransomware
 attacks; however, we’ve heard from a friend in another firm who has paid a ransom when their back-ups
 didn’t work? How can this happen? 

A: This is the scary thing about ransomware. Most people believe that their IT back-up system is set up correctly, but
 usually it is not. Nor has it been tested against a ransomware scenario. Ransomware may come for example, via an
 email from an infected 3rd party, or by a device with a vulnerability connecting to your network. Ransomware encrypts
 (locks-up) every file in your business and historic back-ups can be lost (overwritten) if they have not been set up correctly.
 It’s important to understand how your back-ups are set up. You should sit down with your back-up provider and get
 them to talk you through exactly how it would work in a ransomware scenario and get them to prove to you that
 encryption won’t lock or overwrite all your backed-up copies. 

 More importantly, put the proper defensive protection in place (technology, training and governance) so that your firm
 won’t suffer the damaging effects of a ransomware attack.

 Ransomware is becoming increasingly common. Please don’t wait for an attack to test the resilience of your back-up,
 rehearse it now!

 Mitigo provides trusted cybersecurity services to the legal profession, covering technology testing, people
 training and governance, and ensuring legal and regulatory compliance. 

 All for an affordable monthly fixed fee: www.mitigogroup.com/lawscot

FOR AN INDEPENDENT, NO STRINGS CONSULTATION CALL: CALL 0131 56 41 884
OR EMAIL: LAWSCOT@MITIGOGROUP.COM

MITIGO CYBER DOCTOR TO LAW FIRMS


